NudopmannoHHasi naMATKA IUIs1 HECOBEPUICHHOJIETHUX 110 BOIPOCAM

KubOepoe3zonacnoctu B cetu «AHTEpHET

KoMubloTepHBIE BUPYCHI

KOMIBIOTEPHBIIE  BHPYC - 3TO Pa3HOBUJHOCTb KOMIIBIOTEPHBIX IPOTIPaMM,
OTJIUYUTEIBHOH OCOOCHHOCTHIO KOTOPOM SIBIISIETCS CHOCOOHOCTh K  Pa3MHOKCHHIO
(xonupoBaHuio). B gomonHeHWE K 3TOMY, BHPYChl MOTYT MOBPEAWTh WA IOJHOCTBHIO
YHUUTOXXUTH BcE (aillibl U JaHHBIE, TOJKOHTPOJIbHBIE MOJIb30BATEI0, OT HIMEHH KOTOPOTO
ObUTa 3amyllleHa 3apak€HHas Nporpamma, a TaKKe HNOBPEIUTh WIM JaXe YHUUYTOXKUTh
ONEpaIMOHHYI0 CUCTEMY €O BceMHu ¢aiiamu B LelIoM. B OoibIIMHCTBE Ccioy4yacB
PacCIpOCTPaHAIOTCS BUPYCHI YEPE3 UHTEPHET.

MeToabl 3alIIUTHI OT BPEIOHOCHBIX IPOrPAMM:

1. Hcnonp3yii COBPEMEHHBIE OIEPALMOHHBIE CHCTEMBI, HUMEIOIIUE CEPbE3HBIN
YPOBEHB 3aIMTHI OT BPEIOHOCHBIX IIPOTPaMM;

2. [locrosHHO  ycTaHaBiauBail matud  (Uu@poBbIE  3alIaTKH,  KOTOpBIE
ABTOMATUYECKU YCTAHABJIMBAIOTCA C LENbI0 JOPAOOTKH MPOrpaMMbl) U JPYrue OOHOBICHUS
CBOEH onepanMoHHO# cucteMbl. CkaunBail UX TOJBKO ¢ O(ULIHUATIBLHOTO caiTa pa3padoTyuKa
OC. Ecnu cymiecTByeT pexuM aBTOMaTHYECKOTO OOHOBJICHHUSI, BKJIFOUH €T0;

3. Paborali Ha cBoeM KOMIIBIOTEpE TMOJ] MpaBaMHU I[OJIb30BAaTENs, a HE
aJMUHUCTpAaTOpa. JTO HE  MO3BOJIUT  OOJNBIIMHCTBY  BPEIOHOCHBIX  MpPOTrpamMm
MHCTAJIMPOBATHCS HA TBOEM MIEPCOHATIBHOM KOMIIBIOTEPE;

4, Ucnons3yit AHTUBUPYCHbIE POrpaMMHBIE MPOTYKTHI U3BECTHBIX
MIPOU3BOAUTEIIEH, C aBTOMAaTHYECKUM OOHOBIIEHHEM 0a3;

S. Orpanunub pU3NUECKUl JOCTYN K KOMIBIOTEPY JIJIsl TOCTOPOHHUX JIULL;

6. Hcnionp3yil BHENTHUE HOCUTENM UH(POpPMAIUU, TaKHe Kak Quielika, IUCK WIH
¢aiin u3 UutepHeTa, TONBKO U3 TPOBEPEHHBIX HCTOYHUKOB;

7. He oTkppiBail KOMIBIOTEpHBIE (ailibl, MOJYyYEHHbIE W3 HEHAAEKHBIX
HUCTOYHHUKOB. Jlaxke Te (haiiibl, KOTOpHIE MPUCTAT TBOW 3HAKOMBIN. JlydIie yTo4Hu y HETo,

OTTIPABIISLI JI OH TeOe UX.

Cern WI-FI

C mnomompro WI-FI  MOXHO TONYy4YUTh OCCILIATHBI WHTEPHET-IOCTYN B

00IIIeCTBEHHBIX MeCTaX: Kade, OTeNsIX, TOProBhIX IEHTPaX U a’dpornoprax. Tak e sSBIIeTCS
OTJIMYHOM BO3MOXHOCTHIO BbIXOJa B HMHTepHeT. HO MHOrme sKcHepThbl CYUTAIOT, YTO

obmenoctynusie Wi-Fi cetu He SABISIOTCS 6€30TaCHBIMH.



CoBeTbI 110 0€30MACHOCTH PadOTHI B 00111e0CTYNMHBIX ceTsax Wi-fi

1. He nepenasaii cBoro nmuuHyro nHGOpManuio yepe3 odmenocrymnusie Wi-Fi cern.
PaboTas B HUX, *enaTelIbHO HE BBOJAUTH NApOJIH J0CTYMa, JOTUHBI U KaKHe-TO HOMEPA;

2. Ncnonb3yit 1 0OHOBIISII aHTUBUPYCHBIE IPOTpaMMbl U OpaHaMay’p. TeM caMbiM
ThI 00€30MacuIb ce0sl OT 3aKaYKH BUPYCa HA TBOE YCTPOMCTBO;

3. [Tpu ucnons3zoBannu Wi-Fi otkmioun ¢ynkuuio «O0muid 1octyn K Qaitnam u
npuHTepam». JlanHas QyHKIMS 3aKpbITa IO YMOJTYAHHUIO, OJHAKO HEKOTOPHIE MOJIh30BATENIN
aKTUBUPYIOT €€ /Il y00CTBa UCTIOIb30BaHUsI B paboTe Uin yueoe;

4, He ucnonw3yit nyomuunsiii WI-F1 nns nmepegaun JTUYHBIX JTaHHBIX, HapUMED,
JUTSl BBIXO/IA B COLMAJIbHBIE CETU UJIU B DJIEKTPOHHYIO MTOUTY;

S. Hcnons3yil Tosbko 3amunieHHoe coenunenue uyepes HTTPS, a ne HTTP, T.e.
npu Habope BeO-aapeca BBOAU UMEHHO «https://»;

6. B wmoOunsHOM Tenedone orkmoun yHkiuo «llogkmrouenne k  Wi-Fi
aBToMatuiecku». He mormyckaii aBTOMaTH4ecKOro MoIKIF0USHHS yCTPOUCTBA K ceTsiM Wi-Fi

0€e3 TBOEro Coryiacusl.

ConunaJibHbIE CeTH

ConmanpHast ceTb - 3TO CaWT, KOTOPBIM IIPENOCTABISAECT BO3MOXXHOCTH JIFOASIM
OCYIIECTBIIATh OOLIEHHE MeXxay coOoil B MHTepHere. Yaie BCero B HUX JUISl KaXJOTO
YeJIOBEKAa BBIACIACTCS CBOS JIMYHAs CTPaHWYKa, Ha KOTOPOHM OH YKas3bplBaeT O cebe
paznuyHyr0 uHGOpPMaIMIO, HayMHasg OT WMEHHM, (aMUIMM W 3aKaH4YuBas JIMYHBIMU
¢dotorpadpusiMu. MHOTHE MMONB30BATEIN HE MOHMMAIOT, YTO HH(pOpPMALMS, pa3MelleHHAs
MMH B COLMAIBHBIX CETSIX, MOXKET ObITh Haii/leHa U UCIIOJIb30BaHA K€M YTOAHO, B TOM YHCIIE

He 00s13aTeIbHO ¢ OJIaruMU HAMEPEHUSIMU.

OcHOBHBIE COBETHI N0 0€30MACHOCTH B COLUAJIBHBIX CETAX:

1. Orpanuub cnucok apy3eid. Y TeOs B Ipy3bsSX HE JOKHO OBITh CIy4allHBIX U
HE3HAKOMBIX JIIOJICH

2. 3amumniail cBOIO YacTHYIO Ku3Hb. He ykaswiBail mapomu, TenedoHsl, aapeca, 1aTy
TBOETO POXICHUS M JPYryl0 JUYHYIO HHGOpMALHIO. 3JI0YMBIIUICHHUKA MOTYT
UCIIOJIb30BaTh Jaxke MH(GOPMAIMIO O TOM, KaK Thl U TBOU POJUTENH IUJIAHUPYETE MPOBECTH
KAHUKYJIbI;

3. 3amminail cBOIO penmyTaluio - AepXKH €€ B UNCTOTE U 3ajaBail cede BOIPOC: XOTeNl
ObI ThbI, YTOOBI APYyTHE MOIB30BATENN BUAETH, YTO ThI 3arpyxaeusb? [logymail, npexie yem
YTO-TO OIyOJIMKOBATh, HAMKUCATh U 3aTPy3UTh;

4.  Ecnu Tl TOBOPUUIB C JIOBMHU, KOTOPBIX HE 3HACIIb, HE UCIIOJIb3Yil CBOE pEeAIbHOE

UMS U APYTYIO JTUYHYIO MH(GOPMALIMK: UMS, MECTO KUTEIHCTBA, MECTO Y4eObl U MpOUEe;



5. Usberait pasmemienus ¢otorpaduii B HHTEpHeTe, THe Thl H300pakeH Ha
MECTHOCTH, I10 KOTOPOM MOKHO OIIPEAEIUTH TBOE MECTOIOJIOKEHUE;

6. Ilpu perucrpanuu B COLNUAJIBHON CETH HEOOXOJUMO HCIOJIB30BaTh CIIOXKHbBIE
[apoJIx, COCTOSIIINE U3 OYKB U LIU(P U ¢ KOJIMYECTBOM 3HAKOB HE MEHEE §;

7. Jnda couMambHOM CETH, MOYThl WU JAPYTUX CaWTOB HEOOXOIMMO HCIIOJIb30BATh
pasHbie maponu. Toraa ecnu T€0s B3IOMAIOT, TO 3IOYMBIIUICHHUKH TOTy4YaT JOCTYI TOIBKO

K OJTHOMY MECTY, a HE BO BCE Cpa3y.

DJICKTPOHHLIE NeHbLI'H

DNEeKTpOHHBIE JEHBIM — 3TO OYE€Hb YAOOHBIN CIOCOO IIATEXKEN, OJHAKO CYHIECTBYIOT
MOIIIEHHUKHU, KOTOPBIE XOTAT NOJYYUTh 3TU JEHBIH.

DONeKTpOHHBIE AEHBIH MOSBUIUCH COBCEM HEJAABHO M UMEHHO H3-3a 3TOT0 BO MHOTHMX
rocyAapcTBax 0 CHX IOp HE MPOIUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (YyHKIMOHHMPYIOT MU O HHUX YXKE IMPOMHMCAHO B 3aKOHE, /€ UX
pa3lensoT Ha HECKOJbKO BHUJOB - AHOHMMHBIE M HE AHOHMMHBIE. Pa3HHMIIa B TOM, 4YTO
AHOHMMHBIE - TO T€, B KOTOPBIX pa3peniaeTcsi MpOBOJUThH Onepanuu 0e3 UACHTH(PUKALNH
MOJIb30BATENS], @ B HE aHOHUMHBIX UJIEHTU(DHUKALIMU TI0JIb30BATEIS SBISIETCS 00s3aTEIbHOM.

Taxxe cienyer pa3nuyaTh IEKTPOHHbIE (PUATHBIE IEHBIH (PaBHBI FOCYAapCTBEHHBIM
BaJIIOTaM) U AJIEKTPOHHbIEC HE(UATHBIE IEHBIH (HE PaBHBI TOCYIaPCTBEHHBIM BAIIOTAM).

OcHOBHBIE COBETHI 10 0€301aCHOM padoTe € JJIEKTPOHHBIMHM IeHbIAMH:

1. TlpuBspku K cyeTy MOOMIIbHBIN TenedoH. ITO camblid yAOOHBII U OBICTPBINA CIIOCO0
BOCCTAHOBUTH JOCTyN K cuery. [IpuBsizaHHbIi TenedoH MOMOXKET, eciiu 3alynellb CBON
IJIATEKHBIN MTapOJIb WK 3alJICIIb HA CAUT C HE3HAKOMOTI'O YCTPOWCTBA,

2. HWcnonwe3yit omHopa3oBblie maposiu. [lociie mepexoma Ha yCUIIEHHYIO aBTOPH3AIUIO
Tebe yke He OyJIeT yrpoKaTh ONaCHOCTh KPAKU WJIU MepexBaTa IJIaTeXHOro Mapois;

3. Bribepu cioxublii maponb. [IpectymHukaMm OymeT HE MPOCTO yraaaTh CIOXKHBIN
naponb. HagexHele mapoiim — 3TO Mapoju, KOTOPBIE COAEpKaT HE MEHEE 8 3HAKOB M
BKJIFOYAIOT B C€0sl CTPOYHBIE M MPOMUCHBIE OYKBBI, IU(PPHI U HECKOJIBKO CUMBOJIOB, TAKUE
KaK 3HaK JIoJuiapa, GyHTa, BOCKIUIIATEbHBIN 3HaK u T.11. Hampumep, StROng!;

4. He BBOIY CBOU JUYHBIC JaHHBIC HAa caliTaX, KOTOPHIM HE JIOBEPSCIIIb.

DJICKTPOHHAS MOUYTA

ONEeKTpOHHAsT MMOYTa — 3TO TEXHOJIOTHS M MPEJOCTaBIsIEMbIE €10 YCIYTd MO
MEPEChUTKE U TOJYYCHHUIO DJICKTPOHHBIX COOOIICHHM, KOTOPBIE pACIpPEACIIOTCS B
KOMIBIOTEpHOU ceTU. OOBIYHO AJIEKTPOHHBIN MMOYTOBBIM SIIUK BBITJSIUT CIETYIOIIUM
oOpa3oMm: uMs_MOJb30BaTeNsI(@umMs goMeHa. Takke KpoMme Mepenadyd IMPOCTOTO TEKCTa,

HMECTC BO3MOXKHOCTD IIEPEAaBaATb (1)3.1\/'1.]'1131.



OcHOBHBIE COBETHI N0 0€30NACHOM padoTe ¢ 3JIeKTPOHHOM NMOYTOM:

1. Hazmo BeIOpaTh mpaBHIBHBIN MOUYTOBBIA cepBuc. B MHTepHETe ecTh OrpOMHBIN
BBIOOp OECIIaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIyUIlIe JOBEPATHh TEM, KOTO 3HACIIb U KTO
IIEPBbIA B PEUTHUHIE;

2. He yka3piBail B tnyHOM nouTe IM4YHYI0 nH(opmanuio. Hampumep, sydie BoIOpaTh
«MY3bIKaJIbHBINA _(aHaT@» nin «pok2013» BMecTo «Temal3y;

3. Hcnonb3yil NBYXA3TamHYI aBTOPH3AIMI0. DTO KOTJa TOMHMO IapOJisl HYKHO
BBOJMUTH KOJ, MpUChUIaeMblid 0 SMS;

4. BpiOepu clOXHBIM Mapoib. [ KakIOro MOYTOBOTO fAIMKA JTOHKEH OBITh CBOM
HAJIC)KHBIM, yCTOMYMBBIN K B3JIOMY apOJIb;

5. Ecnu ecTh BO3MOXHOCTH HalMcaTh CaMOMY CBOM JIMUHBIA BOIIPOC, UCIIOJIB3YH 3TY
BO3MO>KHOCTB;

6. Hcrnonb3yil HECKONBKO MOYTOBBIX SIIMKOB. [lepBbIl [Is1 4acTHOM MEpEenucKu ¢
aapecaTaMy, KOTOPBIM ThI JIOBEPSCIIb. DTO 3JIEKTPOHHBIN aJpec HE HAJ0 MCIOJb30BATh IIPH
perucTtpauuu Ha (hopyMax u caiiTtax;

7. He oTkpeiBail (ailiibl U Ipyrue BIOKEHUS B MUChMaX JIa)Ke €CJIM OHM MPUILIU OT
TBOMX Jipy3el. JIydle yTouHH y HUX, OTHPABIISUIN JIM OHU T€O€ 3TU (pailiibl;

8. Ilocne oxoHuaHusi pabOTHI Ha MOYTOBOM CEPBHCE IMEPEN 3aKPHITHEM BKJIAIKH C

caiiToM He 3a0y/Ib HA)KaTh Ha «BBIATIY.

KuoepOvyaJauHr Wi BUPTYAJIbHOE H31€BATEJILCTBO

KubepOyummHr — mnpeciieioBaHUE COOOIICHUSIMU, COJEPIKAIIUMHU OCKOPOJICHMUS,
arpeccHo, 3alyrMBaHHME; XYJIMTAHCTBO; COLMAIbHOE OOWKOTHPOBAHUE C TMOMOIIBIO
Pa3IMYHBIX UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 10 00pb0e ¢ KHOEPOYIITMHIOM:

1. He Opocaiics B 60#. JIyumnii cmoco0d: mocoBETOBAaTHCA Kak ce€0sl BECTU U, €CJIH HET
TOTO, K KOMY MOXHO OOpaTUThCS, TO BHa4alle YCIOKOUTbCS. ECiM Thl HayHellb OTBEYaTh
OCKOPOJICHUSIMU HA OCKOPOJICHHUS, TO TOJIBLKO €111e OOJIbIIE PAa30kKKEITh KOHPIIHUKT;

2. YmpaBinsii cBoel KubeppemyTanuei;

3. AHOHMMHOCTHb B ceTd MHUMas. CylIeCTBYIOT CIOCOOBI BBIACHUTb, KTO CTOMUT 3a
AHOHMUMHBIM AKKAyHTOM;

4. He cTouT BeCTH XyJHMIraHCKUil oOpa3 BUPTyaJbHOM *U3HU. UHTEpHET hUKCUpyeT
BCE TBOU JICHCTBUS U COXpaHSET UX. Y JAIUTh UX OYyJeT KpaitHe 3aTpyTHUTEILHO;

5. Benau cebs BeXIHBO;

6. Urnopupyi emuHuuHbI HeraTuB. OIHOpPA30BbIE OCKOPOUTENIBHBIE COOOIICHUS

Jy4iie UrHopupoBath. OOBIUHO arpeccus MpeKpamiaeTcsl Ha Ha4ajabHOUM CTauu;



/. ban arpeccopa. B mporpammax oOMeHa MTrHOBEHHBIMH COOOLICHHUSIMH, B
COLIMAJIbHBIX CETSIX €CTh BO3MOKHOCTh OJIOKUPOBKH OTIIPaBKU COOOIIEHUH C OMpPEeIeIeHHbIX
aJIpecoB;

8. Ecmu T1b1 cBugerens kuOepOyuimHra. TBOM [EHCTBUS: BBICTYNHTH IPOTHUB
mpecneaoBaTessi, MoKa3aTh €My, YTO €ro JCHCTBHUS OIICHUBAIOTCS HETAaTHBHO, MOJAJEPKATh
KEPTBY, KOTOPOW HY)KHA IICHXOJOTHYECKas MOMOIIb, COOOIIMTH B3pPOCIBIM O (haKTe

arp€CCUBHOIO IMOBCACHUA B CCTU.

MoOuaLHbIH TeJaedoH

CoBpemeHHbIe CcMapT(OHBI W IUIAHIIETHI COJAEpKaT B ceOe BIOJHE B3POCIBIMA
(GyHKIIMOHAT, U TENepb OHU MOTYT KOHKYPHUPOBAaTh CO CTAIMOHAPHBIMU KOMITBIOTEPaAMHU.
OpnHako, CpeaCcTB 3alllMThI AJis MOJOOHBIX YCTPOMCTB MOKa O4YeHb Majo. TectupoBaHue U
IIOMCK YSI3BUMOCTEM B HHUX IIPOMCXOJMT HE TaK MHTEHCUBHO, Kak il IIK, To xe camoe
KacaeTcsl 1 MOOMJIbHBIX TTPUIIOKEHUH.

CoBpeMeHHbIE MOOWJIbHBIE Opay3epbl YK€ MPAKTUYECKH JOTHAJIM HACTOJIbHbBIE
aHaAJOrM, OJIHAKO pacHIMpeHHE (PYHKIMOHAJIa BJIEYET 3a COO0OUM OOMBIIYIO CIOXHOCTh U
MEHBIIYIO 3alUIIEHHOCTbD.

Jlanieko He Bce MPOU3BOAUTENH BBIITYCKAaOT OOHOBJICHMSI, 3aKPbIBAIOIINE KPUTHUECKUE
YSI3BUMOCTH ISl CBOMX YCTPOKMCTB.

OcHOBHBIE COBETHI /11 0€30IACHOCTH MOOMWIBHOTO Tejie()OHA!

1. Bynp octopokeH, Benb Korga TeOe MpeaiarairoT OecryiaTHbI KOHTEHT, B HEM
MOTYT OBITh CKPBIThI KAKHUE-TO IJIATHBIE YCIYTH;

2. Jymaii, npexae yem otnpaButh SMS, dboTto wim Buaeo. Tol TOYHO 3HAENIb, TJIe
OHU OYJyT B KOHEUHOM UTOre?

3. HeoOxomumo 0OHOBIISATH OTIEPAIMOHHYIO CUCTEMY TBOETO cMapT(oHa;

4. Hcnonb3yil aHTUBUPYCHBIE MPOrPaMMBbl JJ11 MOOMJIBHBIX TEIE(POHOB;

5. He 3arpyxaili NOpuiOXKEHHS OT HEU3BECTHOIO HMCTOYHUKA, BEAb OHH MOTYT
COJIepKaTh BPEIOHOCHOE MPOTrPaMMHOE 00ECTIeUeHUE;

6. Tlocne Toro Kak ThI BEIMACIIb C CaldTa, T/Ie BBOJIWII JINYHYIO HH(MOPMAITUIO, 3aii/T1 B
HacTpoiku Opaysepa u yaaiu cookies;

7. Tlepuogumyecku npoBepsAll Kakue IUJIATHbIE YCIYTM AaKTUBHUPOBAHbI Ha TBOEM
HOMEDE;

8. Jlamaii cBO¥f HOMEp MOOWJIBHOTO Tesie)OHA TOIBKO JIFOMISIM, KOTOPBIX THI 3HACIIH U
KOMY JI0BEpSEILb;

9. Bluetooth nomkeH ObITH BBIKIIIOUEH, KOT/Ia Thl UM HE MOJb3yelibcs. He 3a0biBait

HHOrAa ImpoBEPATH 3TO.



@OUIIHHI WK KPaKa JUYHbIX JIAHHBIX

['maBHas nenp ¢uIUHT - BUAa VIHTEpHET-MOIIEHHUYECTBA, COCTOUT B IMOJY4YCHUU
KOH(UACHIIMATHHBIX TaHHBIX MOJIb30BaTEIe — JIOTHHOB M mapoJieii. Ha aHrimiickom si3pIke
phishing untaercs kak pummmnr (ot fishing — priOHas soBIIsI, password — mapoib).

OcHoBHBbIE cOBeTHI 110 00pbOE ¢ PUIIMHIOM:

1. Cnemu 3a cBouM akkayHTOM. Ecnu Thl mojo3peBaellb, YTO TBOSI aHKeTa ObLia
B3JIOMaHa, TO HEOOXOIUMO 3a0JIOKHPOBATh €€ M COOOIIUTh aJIMHHHCTPATOpaM pecypca 00
ATOM KaK MOXHO CKOPE€;

2. Hcnonp3yii Oe3omacHble BeO-CAaTBl, B TOM 4YHCJE, HHTCPHET-MAara3uHOB W
MOMCKOBBIX CUCTEM;

3. Hcmonb3y# c10XKHBIE U pa3HbIe Mapoiau. TakuM 00pa3oM, eciii TeOs B3JIOMAaIOT, TO
3TMOYMBIIUICHHUKH TOIy4aT JOCTYN TOJBKO K OJHOMY TBOEMY MPOQHII0 B CETH, a HE KO
BCEM;

4. Ecam T1e0g B3IOMaaM, TO HEOOXOIUMO MPEAYNPENUTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIEC T00ABJIEHBI y T€OS B IPY3bsiX, O TOM, YTO T€Os B3JIOMAIU U, BO3MOXHO, OT TBOETO
uMeHH Oy/IeT pacChbUIaThCs CIIaM M CCHUIKH Ha (DUIITMHTOBBIE CANTHI;

5. YcranoBu HaznexHbli napons (PIN) Ha MOOMIIBHBIN Tene(oH;

6. OTkiI0YM coXpaHeHHUe MapoJisi B Opaysepe;

7. He orkpeiBail (aiinbl 1 Jpyrue BIOKEHHUS B MUCbMax Ja)ke €CJIM OHU MPUIUIU OT

TBOUX Jpy3ei. Jlydllle yTouHU y HUX, OTIPABIISIIN JIM OHU TeOe 3TU (ailiibl.



